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Vennsa Technologies

« First EDA Company Dedicated to Debug Automation
— Spin-off from University of Toronto (2004), Incorporated 2006

— World leaders in debugging
« 15+ years research, 50+ publications (IEEE, ACM)
* 5 pending patents

* Funding

— Funded by private investors and special investments from the
governments of Ontario and Canada (OCE, NRC, SRED)

* Team ___
— Management: Dr. Veneris, Dr. Safarpour, Lavi Lev (ex Cadence VP)
— Advisors: Experienced EDA and semiconductor executives
— Sales and Support: EDA veterans in US and Japan: 50+ years
— Technical: 10+ engineers
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Debug Without OnPoint

* How is debugging done today?
— Trace signals through waveform viewers and source code viewers
— Navigation, exploration tools

- Debugging tools and environments help
— Verdi, Debussy : dedicated debug/navigation tools
— Questa, Incisive, DVE : have built-in debug features
— JasperGold, O-in;-Magellan, IFV : helpful debug features for formal

- OnPoint is a drastically different breed of tool. Let’'s see how...




Debug Without OnPoint

- With traditional debugging you need to trace
signals based on values:

Remember
for later

Continue to trac
“‘interesting” sic
source is found!

signals to trace and figure out
when the values propagate to
the assertion.

Otherwise mu
skipped path t

state <= COMPUTE

Eventually find the bug.

R Note: use features such as

o annotated values in source )C
code + sensitivity or controlling
signals: “why?”

[T L ——

Note: must ensure that fix

will not “break” other
l:lssertions & assumptions.



Debug Without OnPoint

* In other words, a tree of source code must be
analyzed during debug —




Debug With OnPoint

« OnPoint does the analysis and identifies which RTL
lines of code can fix the problem without any tracing




Debug Pain: Root cause analysis

* Root cause analysis is manual and time consuming

Repeat,
repeat,
repeat...

Failure Look at Find the Back to Make

occurs waveform drivers source code correction
Look at Find suspicious Backtrace In-depth code
failure lines in code signals analysis

- OnPoint automates most of the tedious debugging tasks

-,, Save hours/days per bug

Failure  run OnPoint IN-depth code  Make Weeks/Months in desigﬂ
occurs analysis  correction




Hidden Problem in debug

« OnPoint output all candidate bugs as suspect
- User can see all and judge which is the bug to be fixed

-u*%pect




Vennsa OnPoint

Design Files -
(RTL , Assertions, Verification Tool

Checkers) (Simulation or Formal)

Failure Occurs:

Assertion,
Simulation Mismatch

Ranked Suspects Pinpoint Source

Hank 1ype Detalls
Yr¥r¥ Conditional “case (Curmr

Yr¥r¥Yr Statement ‘eise Mext: COI‘I‘eCt

Yr¥r¥x Statement “CurrSiate
¥ ¥ Input CumrSiate
[ M Waveforms
e Input pause SIMULATED ‘
X Instance ehk_cl _rfem
~r¥r Register CurmrState pc_sell 1
h - Register NextSiate
FIXES
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Vennsa OnPoint

* OnPoint Diagnoses every failure automatically
— Suspects are returned to user

» Suspects provide insight into failures
— Providing powerful Signatures
— More information than error messages

» Suspects are used for root cause analysis
— RTL constructs: statements, expressions, signals, etc.
— Locations where design can change to fix bug
— Suspects include time and fix value

=
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Example: OnPoint suspects

=Yo,

Eile  ¥iew Diagnose Tools Results Help

Vennsa OnPoint - pipeline-_a_b_valid_ctrl.vennsawork

Aa =

Ve S H

Tree i Files iSearch | Source - Schematic iCDnefSource Sig  |Meth_a_valid
Gl pipeline

check_pipeline  chi_pipeline | . {
ma L&
B mbh_UB
ALY EYS 10 a0
ALWAYS_11 1310
check_mh chk_mh
ovi_mh chk_ovi_tmb
ovl_pipeline  chk_ov|_pipelim :
pwrctl UpcC E H F-=1= 1 =+ -7-F+-——--

’m‘\

connectivity
iInformation

Sourcefile: jfhomefseanfsvn—repoﬂestcases—re\ease!privatefmenton’pipeImefbuggyEml!ma.v Open Editor |

Search for: [b_a_wvalid Find Mesxt |Found match in line 35 Close

77 end
78 end 5

an assign a_rdy = (ocount<=3);

e e s o -BUSpect In source

84 if (b_a rdy & (count:0) && d_fifo[7]) begin
a5 a_h_wvalid = 1'hl;
al I e a6 s h_dats = d_fifo;
a7 end else if (validl &% b_a rdy &% datal[7]) begin J
ag a_h_walid = 1'h1;
a9 a_h_data = datal; ] ]
0 end
uspecls - uspect 11X nin
Sz . . i
|7 —— ] = |
Suspects
Target Assertion: |ch| fipeline._a_b_valid_ctr Target Debug Instance it Sy By
- rank _.|
View mode: 4 tree flat _I Show hidden suspects (0/17) O+ Stars — | Suspect Details Suspect Fix Hints <

Suspect Tree (17 5 ects) %y Fle: ../buggyzimlima.y

Line(s): &3 RTL: Check for incorrect signal or rSuspect Filter
- T i expression on right-hand-side or
mb (3) - mb.v Module: ma incorrect timing of assignment RTL — |

= ma (5) - mav
E always_2|
e ke nditional “end efse i (Vaid T && &_a rlv && datali i) begin

L Suspect time
el Operalor W & sy && [Lount>0) &8 oM7) begin® 2650-2700 <:|
always_1 (1)

| e e v i Information

= = |E
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Name: ..falways_2/hlock_1/stmt_1
Type: Statement

i

B
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Advantage of OnPoint

* Reduce total debug time
— 30%~50% reduction of debugging time

- Enable to fix the bug which should be fixed
actually




Start Filter Function

* Find the most start point of root cause suspect
— Can check forward, not backward
— top down analysis --- debug effectively

- Good for system-level debugging

— reduce debugging process

— easy to find the bug which should be fixed actually
In the system level view




Start Filter Function

View mode: Limited Schematic \

Source | Cone Schematic]Cune}Suurce

FEile View Diagnose Tools Results Help
Tree Search] Filelistw
Modules Instances|~/

[+ ALWAYS_133 id41

I» ALWAYS_134 442

I» ALWAYS_135 443

f> eth_maccontrol

I» eth_macstatus macstatusl
[» eth_miim miim1
— eth_registers ethregl

I» Cr Ports (370

maccontroll

= @ &

Sig |Inst ethregl

venns=a

> I~ Nets (119
[ T+ Primitives
- ALWAYS 30
- ALWAYS_31 i708
I ALWAYS_ 32 i709
I ALWAYS 33 i710
[ ALWAYS_34 i711
I ALWAYS_35 i712 |,
Cr—
Target Assertion: Target Debug Instance: Sort Suspects By:
. rank
View mode: tree @ flat 0+ Stars Sync tree J’Deta”s l’Hims I/Wa\reinrm ‘
Yrirdy Statement "temp_wb_daf o _reg <=#Tp femp_wb_ds File: rtlfeth_registers.v Suspect Filter
vy Statement assign temp_wb_daf_o = ({{RegCs) & ~w 373
Yrerdr  Statement ‘assign MAG ADDRO Wr = Write & MAG Lo Manual
. Module: eth_registers .
Show hidden suspects uie - g ) ¥ instances
Mame: eth_registersfassign_25 MAC_ADDRO_Wr ¥ signals

Tuna" Statement




Start Filter Function

W vennsal

File View Diagnose Tools Results Help View mode: Limited Schematic \ ;f_".' [} =)
Tree Search] Filelist] Source | Cone Schematic] Cone/Source C@ 53' Sig |Inst ethregl
Modules Instances|~
[ ALWAYS 133 441
[» ALWAYS 134 i442
b ALWAYS_135 i443
[ eth_maccontrol ~ maccontroll
[» eth_macstatus macstatusl
[> eth_miim miim1
— eth_registers ethregl
[» C: Ports (370
[+ 1~ Mets (119
[» T+ Primitives
P ALWAYS_30
[» ALWAYS 31 i708
[» ALWAYS 32 i709
[ ALWAYS 33 i710
[» ALWAYS 34 i711
I» ALWAYS_35 i712 |
Target Assertion: Target Debug Instance: SIE UETENE
rank
View mode: tree & flat 0+ Stars Sync tree jnetails rHints l’w“eimm ‘
v Statement “temp_wb_dat o _reg ==#Tp temp_wb_d3 File: rtlfeth_registers_v Suspect Filter
Trirdr Statement  “assign temp_wb_dat o = ({{RegCs) & ~w
¥rir¥r  Statement "assign MAG_ADDAO_Wr — Write & MAG Line(s): 373 _ il
Show hidden suspects Module: eth_reglsters _ ¥ instances
Name: eth_registers/assign_25_MAC_ADDRO_Wr ¥ signals

Twna® Srarement




Debug Scopes

Scope

Am——

High level debug: DV engineers
- find general bug area
- identify best engineer to look at it

Mid level debug: DV & Design engineers
- understand cause of bug
- find proximity of source

Time

Low level debug: Design engineers
- understand exact source of bug
- determine how to make the fix




Debug Pain: Triage

Q'
)|

* Which ones are related, which are not?
? ' ? ?
- Same failures/same reasons? How many-
» Which ones to “file” as a bug? To who?
* What’s the source: design, testbench, env?
Nightly Probably
Regression tests yq s

| t*
Not my problem
—OLIINE.

Yours %
- @ Takes time &

Designer: Joe

Designer: T|m DV: Bob \WWastes time




Binning example

- Two different bug sources, one error point
*:

_ Error1 = Error 1

() ()
' Binl ' Bin 2

- Two different error points, same bug source

E_ 2
Bln 1




Triage with OnPoint
m

Signatures @»,
' Binl
Designer: Joe
‘ OnPoint ——> ' B|n2

Nightly Bin N
Regression tests

DeS|gner T|m
Binning based-en
* RTL problem ﬁg

« modules, registers, RTL lines, etc.
« Similar sources (irrespective of failure point)

 Testbench checker problem
 Testbench stimulus problem

DV: Bob

| ———————

©



Verification and Debug Flow

Re-simulation w/
partial FSDB dump

‘ FSDB, VCD, etc.

Triage
‘ OnPoint diagnosis e e
Best Candidatel
‘ ;  Signatures I for Analysis |
m il ) — &
- : Bin similar | Engineer

root causes




OnPoint Applications

OnPoint accelerates debug in the following application domains.

Failure Triage

Binning of failures
based on root cause

Netlist Debug
Root cause analysis of
gate level netlists

RTL Debug
Root cause analysis of
RTL designs

OnPoint

Assertion Debug
Root cause analysis of
assertion failures

Formal Verification
Debug of formal
counter examples

X Propagation
Find source of X in RTL
or netlist designs

© 2010

snnsa Technologies,



Support Plan

 Integration with current debugger tool

— other debugger tools
* |/F with system level language

— other system level language developed by EDA vendors

* Integration with IP
— design IP, verification IP, checker

* Integration with specific verification environment
— Integration with scoreboard

e Supects in Testbench

© 2010 Venn



Integration with Verdi

8°heF);

Star filter

0 Stars
Suspect Tree

prescir_wdt (8) - prescir_y
3 tatemer

Show hidden suspect

1 udt + B'hOL;

Depth filter
Level 1

1File Edit View
3%

| Selected:

Target Debug Instan:

Details | Hints | Waveform

Add to nWave

Constrained Signals:

v Synctree show Suspect|
Fit bin

ALV AR

u8/presclr_out

1000000 ps

{File Edit View Schematic Tools Window

AR R setected: ] Q R * & -
| Selected: .. .clr_udtzAluysS:

Source Trace Too

Fouawawwoa

aa?

presclr_out_rl

prozcaler[7:0]

o udt

153| endnodule

Target Assertion: risc_core_chec Constrained Signals Target Debug Instance

View mo Star filter:
v tree  flat| | 0Stars v Sync tree 3how Susp
= . = bin Add to nWave

UL

Suspect Tree
L@ prescir_wat (8)
I

Details [fints | Was

Manual

signals
statements
operators

conditionals




I/F with Bluespec

File View Diagnose Tools Help View mode: Limited Schematic -

| source 1 Cone ‘ Schematic ‘ Cone/Source

I |From:0s To:|915.00 s | Marker:702.00 s

.A_HR E_R L_hnisl;\;\'ma
..FIRE_RL_finishRead_1
..ponseDataFs_1SEN_enq
.._RL_markTransferDone
..ponseDataFs_1.EN_enq

wire .._FIRE_RL_finishwrite

3 wire ..onseDataFs_Lf_wiPtr
wire LL_FIRE_RL_startRead

wire .mmuReqF_mw_engSwhas
wire ..eDataFs_Lf_wrPti$SEN
wire AN_FIRE_RL_startRead

wire .onseDataFs_1$RDY_enq
wire ..FIRE_RL_finishRead_1

i wire RL_mmuRespF_mle_deq

£ wire .._FIRE_RL_startRead_3
assign CAN_FIRE RL finishRead_2 i wire mkDMA.dmaEnabledRs_0$EN
responseDataFs_2$RDY_enq &% i
(mmuRespF_taggedReg[44] || mmuRespF_rw_eng$whas) &&
x__h3487 10'd2 ; i wire ..RL_mmuRespF_rnle_de:
assign WILL_FIRE_RL_finishRead_2 =
CAN_FIRE_RL_finishRead 2 &% IWILL_FIRE_RL_startWrite_ 2 ;

wire ..muRespF_taggedRegSEN

Target Assertion: Constrained Signals: mmu_master_req_getReqAddr[31:0]

View mode: - Starfiter——————— [ Depthfilter:
% 2 | | | [” Sync tree
© tree  © flat 0Stars —| + ~ Levell —| I+ = Y

Syspect Tree

mkDMA (1) - mkDMA.v

Ye¥r¥r  BSVWire CAN_FIRE_RL_finishRaad 1
View Suspect Cone ﬂ

Unhide All

u SIMULATED
Expand All E

C

h

CAN_FIRE_RL_finishRead_1

Collapse All
~Suspect Filter-

U || sl

Hide Selected

Goto Bluespec Suspect b

Show hidden suspects




Vennsa Technologies

Thank you

For more information and evaluation license contact:

Info@vennsa.com

America Headquarters
San Jose, CA Toronto, ON
408-400-3708 416-829-0091
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Example: OnPoint suspects

@& () Vennsa OnPoint - pipeline-_a_b_valid_ctrl.vennsawork == (v

File ¥iew Diagnose Tools Results Helg{ \ HF’ D{\; .[ \iennsa‘
Tree | Files | Search | Source - Schematic [ ConefSource Sig  [Meth_a_valid

& pipeline
check_pipeling  chk_pijpe|in: |
ma  Ua
O mh_ LB
ALWAYE 10 (509
ALWAYS_11 0510
check_mb chk_mb
ovl_mh chk_ovl_mb
ovl_pipeline chk_ovl_pipelim
pirct] UPC

) ()

connectivity
Information

—

ourcefile: jIhomefseanfsvn—repo!‘testcasesfreleasefprivatefmentor!pipe\inefbuggyEmI:‘ma.v Open Editor |
Search for: |b_a_valid Find Mext |Fc|und match in line 33 Close
T7 end
T4 end A
T
a0 assign a_rdy = {count<=3);
a1

jeb) alwvays @icount or datal = L m—— Ll ) 1
£ »Suspect in source
84 if (h_a_rdy &% (count:N) && d_fifo[7]) beqin

1,

85 a_b_walid = ;
86 a_b_data = d_fifao;
a7 end else if (validl &% b_a_rdy &% datal[7]) begin J

23 a_b_walid = 1'b1;

Suspects: =~ Suspect fix hint .
T 5r-s )

Target Assertion: o pipeline._a_b_valid_ctrl Target Debug Instance: e SUEEES Er=

o rank  —
View mode: 4 free flat _I Show hidden suspects (0/17) 0+ Stars  — | Suspect Details Suspect Fix Hipl _I
X Fle: _shuggy2itlimay

Suspect Tree (17 s| pects)

s 1 gt
mb (3) - mh Module: ma incotrect timing of assignment. RTL
£ ma (3) - ma Mame: ../always_Zfhlock_1istmt_1

H always_J #

)
e S SNBnditional “end else i (valir? 88 b_a_ry && datalf7]) begis

- | —~ -
Solore Statement  *a b vaid = 756" Sl T US ect tl me
Yoot Operstor W ib_a s &4 (count=5) &4 & A7) begin® 2650-2700 <:|
always_1 (1)

oo ; . nformation

= a= |E

© ZU1U vennsa Ie 0l0gIes

Type: Statement

"I‘I‘I‘ILL‘I\_




Example: Fix values for suspect

‘Details [ Hints ""WI—
[ e e
e comanees o TUUUUTVVUUUTU WU WUUTIUL

RESET
|
risc_core_checke 0 !
I
I

SIMULATED

pc_sel

Fixes ’ Fix times

¥
pc_sell

1

- Details [Hints |['Waveform
e e T = + Fit hin —
poc_sell \

ne EIEiI|IIII|ITII|IIII|IIII|IIII|IIII|IIII|IIII|IIII IIII|IIII|III
------------------------------ CLOCK

e S X |

- RESET
rsc_core_checke

SIMULATED

Fix waveforms

I —

I|IIII|IIII|IIIIIIIII|IIIIIIIII|IIII|IIII|IIII|IIII|IIII|IIII|IIII|III f

.........................................

l':l k= _I.-' l:l L=

. O
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Comparison with Verdi

* In Verdi there are “advanced” debug features

- Can do “Behavioral Analysis” and select “Trace this Value”
«  Will show in the temporal view where the value is assigned

- B . T . R . [T . i : . T .
Jn i S~ ¢ y—, - Uy . i alst] T8
'5?' — :l b ' ™1 O By W JE) —F—Fz i
E ok G5 i y— . — , . ’: T ! | .
. (u v || L+ i i i 1
! Wi L § 1 ' L .=
f 1  — 1 b




Comparison with Verdi

« Verdi simply traces the value back as far as it can
« Based on value propagation

» Verdi cannot reason about “how to fix bug” and cannot trace differences in
values and across functions

- OnPoint, in comparison, can determine the paths that can fix the failure

* For example, changing the select line of a mux to pick from another input
« This bug would be missed by Verdi, but found with OnPoint automatically

. . : "'i;l ;_-'_l‘;trlj"
Ul BE
- I
-—
a




